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DETAILED ACTION 

1 . Claims 1-20 are pending. 

Claim Objections 

2. Claims 1 , 4, 7 and 10 are objected to because of the following informalities: 
Claims use the temn 'electrically' incorrectly because based on the claim 

language the word that should be used in its place should be "electronically." 
Appropriate correction is required. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 1, 3, 4. 6, 7, 10, 13 and 17 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. 

5. As per claims 1 , 4, 7 and 10, limitation recites "use either the host or the 
hardware encryption/decryption unit to decrypt an encrypted frame received by the data 
receiving unit." It is indefinite as to how this step is performed. Once data is received it 
is unclear as to what role the host plays. Is the data sent back to the host? For 
purposes of examination the encryption/decryption unit will decrypt the data. 

6. Claims 3 and 6 recite the limitation "the second encryption/decryption table." 
There is insufficient antecedent basis for this limitation in the claim. The claim attempts 
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to reference a table already spoken of. However, it is not spoken of prior hence why 
there is insufficient antecedent basis. For purposes of examination it will be interpreted 
to be just a table. 

7. As per claims 7, 10, 13 and 17 and their dependent claims, limitations recite a 
hardware encryption/decryption unit and a programmable encryption and decryption 
unit. This is unclear since hardware is known by anyone of ordinary skill in the art of, to 
be programmable. Further the tables are no different in data and therefore make it seem 
that the hardware can be the programmable unit as well. For purposes of examination it 
will be interpreted to be the same unit. 



Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claims 13 and 14 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Schier U.S. Patent No. (6,907,123). 

10. As per claim 13, Schier discloses checking whether a received frame is a 



ciphertext or a plaintext, checking whether a hardware decryption unit can decrypt if the 
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frame is a ciphertext and decrypting the frame by the hardware decryption unit if the 
hardware decryption unit can decrypt the frame, otherwise decrypting the frame by a 
programmable decryption unit (Schier. Col. 4 Lines 30 - 56, teaches the checking a 
message and whether or not to encrypt or decrypt the message). 
11. As per claim 14, Schier discloses the programmable decryption unit is a station, 
a personal computer, a programmable logic element or an embedded system (Schier, 
Col. 2 Lines 64 - 67). 



Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

13. Claims 1. 2, 4, 5, 7, 8, 10 and 11 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Schier U.S. Patent No. (6,907,123) in view of Kollymer et al. U.S. 
Patent No. (7,165,175) and Durst, JR. et al. U.S. PG-Publication No. (2003/0093384). 

14. As per claims 1 , 4, 7 and 10, Schier teaches a data receiving unit for receiving 
frames, a data transmitting unit for transmitting frames (Schier, Col. 2 Lines 64 - 67), a 
hardware encryption/decryption unit with a first encryption/decryption table, wherein the 
hardware encryption/decryption unit is an electrical circuit fabricated according to at 
least one encryption/decryption algorithm and the first encryption/decryption table 
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comprises a encryption/decryption algorithm identifier field and a key field for 
encrypting/decrypting frames (Schier, Col. 4 Lines 30 - 56), a first checking unit 
electrically connected to the data receiving unit and the hardware encryption/decryption 
unit, wherein the first checking unit chooses to use either the host or the hardware 
encryption/decryption unit to decrypt an encrypted frame received by the data receiving 
unit (Schier, Col. 4 Lines 30 - 56), but fails to teach a station identifier field in a table 
and a second checking unit electrically connected to the hardware encryption/decryption 
unit and the host, wherein the second checking unit checks whether the hardware 
encryption/decryption unit has to encrypt a frame that is to be encrypted or the frame 
has been encrypted by the host. However, in analogous arts Kollymer teaches a 
second checking unit electrically connected to the hardware encryption/decryption unit 
and the host, wherein the second checking unit checks whether the hardware 
encryption/decryption unit has to encrypt a frame that is to be encrypted or the frame 
has been encrypted by the host (Kollymer, Col. 5 Lines 27 - 31) and Durst teaches 
teach a station identifier field in a table (Durst, Paragraph 0059). 

At the time the invention was made, it would have been obvious for a person of 
ordinary skill in the art to use Kollymer's system for selectively encrypting data sent over 
a network with Schier's secure voice communication system because it offers the 
advantage of properly encrypting data that needs to be encrypted and not improperly 
encrypting data that doesn't need to be encrypted (Kollymer, Col. 5 Lines 27 - 31). 

At the time the invention was made, it would have been obvious for a person of 
ordinary skill in the art to use Durst's scanner enhanced remote control unit for linking 
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online resources with Schier's secure voice communication system because it offers the 
advantage of ensuring that the proper decryption key will be used for the data from 
certain sources (Durst, Paragraph 0059). 

15. As per claims 2 and 5, Schier as modified teaches the host is a station or a 
personal computer (Schier, Col. 2 Lines 64 - 67). 

16. As per claims 8 and 1 1 , Schier as modified teaches the programmable 
encryption/decryption unit is consisted of a programmable logic element or an 
embedded system (Schier, Col. 2 Lines 64 - 67). 

17. Claims 3, 6, 9 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Schier U.S. Patent No. (6.907,123), Kollymer et al. U.S. Patent No. (7,165,175) 
and Durst, JR. et al. U.S. PG-Publication No. (2003/0093384), as applied to claims 1,4, 
7 and 10 and in further view of Anglin et al. U.S. Patent No. (6,901,417). 

18. As per claims 3, 6, 9 and 12, Schier as modified fails to teach the 
encryption/decryption table can be updated by a program. However, in an analogous 
art Anglin teaches the encryption/decryption table can be updated by a program (Anglin, 
Col. 1 Lines 66 - 67 and Col. 2 Lines 1-15). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Anglin's method and program for updating records in a 
database with Schier's secure voice communication system because it offers the 
advantage of keeping a table update with current versions to prevent corrupt or erased 
data (Anglin, Col. 1 Lines 14-27). 
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19. Claims 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schier 
U.S. Patent No. (6,907,123) in view of Durst, JR. et al. U.S. PG-Publication No. 
(2003/0093384). 

20. As per claim 15, Schier discloses the hardware decryption unit comprises a first 
decryption table, the programmable decryption unit comprises a second decryption 
table, and the first and the second decryption tables comprise at a key field for 
decrypting frames (Schier, Col. 4 Lines 30 - 56). but fails to teach teach a station 
identifier field in a table. However, in an analogous art Durst teaches teach a station 
identifier field in a table (Durst, Paragraph 0059). 

At the time the invention was made, it would have been obvious for a person of 
ordinary skill in the art to use Durst's scanner enhanced remote control unit for linking 
online resources with Schier's secure voice communication system because It offers the 
advantage of ensuring that the proper decryption key will be used for the data from 
certain sources (Durst, Paragraph 0059). 

21. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schier 
U.S. Patent No. (6,907,123) in view of Anglin et al. U.S. Patent No. (6,901,417). 

22. As per claim 16, Schier fails to teach the second encryption/decryption table can 
be updated by a program. However, in an analogous art Anglin teaches the 
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encryption/decryption table can be updated by a program (Anglin, Col. 1 Lines 66 - 67 
and Col. 2 Lines 1 -15). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Anglin's method and program for updating records in a 
database with Schier's secure voice communication system because it offers the 
advantage of keeping a table update with current versions to prevent corrupt or erased 
data (Anglin, Col. 1 Lines 14-27). 

23. Claims 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Schier U.S. Patent No. (6,907,123) in view of Kollymer et al. U.S. Patent No. 
(7.165,175). 

24. As per claim ^ 7, Schier teaches and encrypting the frame by the hardvyare 
encryption unit if the hardware encryption unit can encrypt the frame, othenA/ise 
encrypting the frame by a programmable decryption unit (Schier, Col. 4 Lines 14-29) 
but fails to teach checking whether to encrypt a frame before transmission, checking 
whether a hardware encryption unit can encrypt the frame if necessary. However, in an 
analogous art Kollymer teaches checking whether to encrypt a frame before 
transmission, checking whether a hardware encryption unit can encrypt the frame if 
necessary (Kollymer, Col. 5 Lines 27 - 31 ). 

At the time the invention was made, it would have been obvious for a person of 
ordinary skill in the art to use Kollymer's system for selectively encrypting data sent over 
a network with Schier's secure voice communication system because it offers the 
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advantage of properly encrypting data ttiat needs to be encrypted and not improperly 
encrypting data that doesn't need to be encrypted (Kollymer, Col. 5 Lines 27 - 31 ). 

25. As per claim 18, Schier as modified teaches the programmable decryption unit is 
a station, a personal computer, a programmable logic element or an embedded system 
(Schier, Col. 2 Lines 64 - 67). 

26. Claims 19 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schier 
U.S. Patent No. (6,907,123) and in Kollymer et al. U.S. Patent No. (7,165,175), as 
applied to claim 17 and in further view of Durst, JR. et al. U.S. PG-Publication No. 
(2003/0093384). 

27. As per claim 19, Schier discloses the hardware decryption unit comprises a first 
decryption table, the programmable decryption unit comprises a second decryption 
table, and the first and the second decryption tables comprise at a key field for 
decrypting frames (Schier, Col. 4 Lines 30 - 56), but fails to teach teach a station 
identifier field in a table. However, in an analogous art Durst teaches teach a station 
identifier field in a table (Durst, Paragraph 0059). 

At the time the invention was made, it would have been obvious for a person of 
ordinary skill in the art to use Durst's scanner enhanced remote control unit for linking 
online resources with Schier's secure voice communication system because it offers the 
advantage of ensuring that the proper decryption key will be used for the data from 
certain sources (Durst, Paragraph 0059). 
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28. Claim 20 is are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schier U.S. Patent No. (6.907,123) and Kollymer et al. U.S. Patent No. (7,165,175), as 
applied to claim 1 7 and in further view of Anglin et al. U.S. Patent No. (6,901 ,41 7). 

29. As per claim 20, Schier fails to teach the second encryption/decryption table can 
be updated by a program. However, in an analogous art Anglin teaches the 
encryption/decryption table can be updated by a program (Anglin, Col. 1 Lines 66 - 67 
and Col. 2 Lines 1-15). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Anglings method and program for updating records in a 
database with Schier's secure voice communication system because it offers the 
advantage of keeping a table update with current versions to prevent corrupt or erased 
data (Anglin, Col. 1 Lines 14 - 27). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571 ) 
272-2661 . The examiner can nomrially be reached on 8:00am - 5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Roderick Tolentino 

Examiner 



Roderick Tolentino 
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